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Conventions

The router or MW155R, or device mentioned in this User Guide stands for MW155R 150Mbps

Wireless N Router without any explanations.

Parameters provided in the pictures are just references for setting up the product, which may

differ from the actual situation.
You can set the parameters according to your demand.
More Info

Specifications and the latest software can be found at the product page at the official website
http://www.mercusys.com.

The Quick Installation Guide can be found where you find this guide or inside the package of the

router.

[:I—i'] Use only power supplies which are provided by manufacturer and in the original packing
of this product.

Explanation of the symbols on the product label

Symbol Explanation
—_——— DC woltage
RECYCLING

This product bears the selective sorting symbol for Waste electrical and electronic

equipment (WEEE). This means that this product must be handled pursuant to
E European directive 2012/19/EU in order to be recycled or dismantled to minimize
I

its impacton the environment.

User has the choice to give his product to a competent recycling organization or to

the retailerwhen he buys a new electrical or electronicequipment.


http://www.mercusys.com/
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Chapter 1. Introduction

1.1 ProductOverview

The router integrates 4-port Switch, Firewall, NAT-Router and Wireless AP. The 150 Mbps Wireless
N Router delivers exceptional range and speed, which can fully meet the need of Small

Office/Home Office (SOHO) networks and the users demanding higher networking performance.

1.2 ProductAppearance
121 The Front Panel

The router’s LEDs are located on the front panel (View from left to right).

Name Status Indication
Off Power is off.
On Power is on.
#(Power) Flashing Slowly | Connection via WPS is in process.
Flashing Quickly [ Connection via WPS is failed
Off The corresponding port is not connected.
"I'l(LAN) On The corresponding port is connected.
Flashing The corresponding port is transmitting/receiving data.
Off The WAN portis not connected.
Z(WAN) On The WAN portis connected.
Flashing The WAN port is transmitting/receiving data.

-
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1.2.2 The Rear Panel

The following ports are located on the rear panel (View from left to right).

Port Description

The switch for the WPS function.
Press for about one second to establish connection via WPS. For

WPSIRESET | jetails, refer to WPS.
Press and hold for more than 5 seconds to reset the router.
The power socket is where you will connect the power adapter. Please
POWER X . .
use the power adapter provided with this router.
WAN This port is where you will connect the DSL/cable Modem, or Ethernet.
LAN These ports connect the router to the local PC(s).

Wireless antenna | To receive and transmit the wireless data.

-3-
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Chapter 2. Connecting the Router

2.1

2.2

System Requirements
Broadband Internet Access Service (DSL/Cable/Ethernet)

One DSL/Cable Modem that has an RJ45 connector (which is not necessary if the router is

connected directly to the Ethernet.)
PCs with a working Ethernet Adapter and an Ethernet cable with RJ45 connectors
TCP/IP protocol on each PC

Web browser, such as Microsoft Internet Explorer, Mozilla Firefox or Apple Safari

Installation Environment Requirements
Place the router in a well-ventilated place far from any heater or heating vent
Avoid directirradiation of any strong light (such as sunlight)
Keep atleast 2 inches (5 cm) of clear space around the router
Operating Temperature: 0°C~40°C (32°F~104°F)

Operating Humidity: 10%~90%RH, Non-condensing

2.3 Connectingthe Router

If your Internet connection is through an Etheret cable from the wall instead of through a

DSL/Cable/Satellite modem, connect the Ethemet cable directly to the router’s Internet port, then

follow steps 4 and 5 to complete the hardware connection.

1.

Turn off the modem and remove the backup battery if it has one.
Connect the modem to the Internet port on your router with an Ethernet cable.
Turn on the modem, and then wait about 2 minutes for it to restart.

Turn on the router.

-4-
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p— /_:,/' "\_.\I —
=~
| Internet )
- - M ) o -

]
Pawer Adapter ‘

Modem Router

4. Power on the router.

2. Connect an Ethernet cable from the
rmodam to the WAN port onyour router.

1.Turn off the modem, and remove
the backup battery if it has one.

3. Power on the modem, wait about 2
minutes for it to restart.

5. Verify that the hardware connection is correct by checking these LEDs.

e Z
Power WAN
On On/Flashing
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Chapter 3. Quick Installation Guide

This chapter will show you how to configure the basic functions of your router using Quick Setup

Wizard within minutes.

NOTE:

Before configuring the router, you need to set up the TCP/IP Protocol in Obtain an IP address
automatically mode on your PC. For detailed instructions, please refer to Appendix B:
Configuring the PC.

1. To access the web management page, open a web browser and enter http:/mwlogin.net in
the address field.

e@ http://mwlogin.net/ D~@gx

2. Alogin window will appear. Create a login password when prompted, then click OK.

For subsequent login, use the password you have set.

It is recommended to set your administrator password to ensure security.

Pazaword

Confirm Pazsword

Hote:Flease keep the password carefully If wou forget the password, please restore the
router to its factory default settings. With the router powered on, press and hold the
Reset button for at least 5§ seconds.

3. After your successful login, you will see Quick Setup screen to shown as below. Click Next

to continue.

Quick Setup

Thiz gmide will help wou set haszic parameters for Internet
connection. Fleaze olick Next to continue For funetion or parameters

in details, pleaze click the correzponding menu on the left.

-6-
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4.

5.

6.

Select Auto-Detect (Recommended), and the router will automatically detect your

connection type. Then click Next.

Quick Setup—WAN Connection Type

Chooze wour WAN conmection type according to wewr ISP.If it iz not
listed below., please go to WNetwork? WAN to configure If wou are not

sure, wou can choose Auto—Detect.

* puto-Tetect (Recommended)
FFFoE
DIyvnamic IF
Static IF

Enter the Internet parameters provided by your ISP, then click Next. Here we use PPPoE as

an example.

Qui ek Setup—FFFoE

Username: | |

Fazzword: | |

Confirm Fassword: | |

Customize your SSID (wireless network name) and password, then click Next. It is strongly

recommended to set a strong password to ensure security.

Quick SetupMWireless Settings

S5ID: MERCUSYS_0964

Wirelezz Security:

® WEA-FSEMWFAZ-FSE

Wireless Password: |

(863 ASCIT characters or 54 Hexadecimal

characters. )

Disable Security

-7-
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7. Click Finish to complete the Quick Setup.

Quick Setup

Click Finish to finish the Quick Setup.

Hote:If wou =till cannot acecesz the Internet, pleaze go to Network
» WAN to check if the conmection tvpe and firewall settings are

correct.

[ Back | | Finish |

-8-
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Chapter 4. Configuring the Router

This chapter will show each web page's key functions and the configuration way.

After your successful login, you will see the main menus on the left of the web management page.

On the right, there are the corresponding explanations and instructions.

* Status

* [uick Setup

* YFS

*+ Hetworlk

* Wireless

+ DIHCF

* Forwarding

+ Seourity

* Parental Controls
* fhocess Control

* pdvanced Routing
* Bandwidth Control
* IF & MAC Binding
* Thymamic DHI

* System Tools

The detailed explanations for each web page’s key function are listed below.

4.1 Status

The Status page provides the current status information about the router. All information is

read-only.

-0-
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Version Info

Firmware Version:

Hardware Version:

THS Serwver:

0000, 0000

LaH
MAC Address: EC—EF-F&—10-09—54
IF Address: 192, 1658.1.1
Subnet Mask: 2BR. 266, ZEE. 0
Wireless
Wirelessz Radio: Enabled
SEID: MERCUSYS 0964
Channel: futolCurrent chanmel &)
Mode: 11ben mixed
Channel Width: huto
MAC Address: EC-EF-FE-10-09-64
WDS Status: Dizabled
WaH
MAC Address: BC—EF-F6—-10-09-65
IF Address: 0.0.0.0 Iynamic IP
Subnet Mask: 0.o0.0.a
Default Gatewayr: 0.o0.0.a WAN port iz disconnected.

Traffie Statisties

Recelved Sent
Evtes: ] 176
Fackets: a 4
System Up Time: 0 Day(s) 01:00:03

42 WPS

This section guides you to add a new wireless device to an existing network quickly via WPS

(Wi-Fi Protected Setup).

Choose WPS, and you will see the next screen.

-10-
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YFS Settings

WFS Function: Enabled Disable WPS

Current PIN: BE5165395 | Restore PIN | | Generate New PIN
Add & new device: Add device

>  WPS Function — Displays the status of the WPS function. You can enable or disable the
function here.

> Current PIN — Displays the current value of the router's PIN. The default PIN of the router
can be found in the label attached on the router.

> Restore PIN - Restore the PIN of the router to its default.

> Generate NewPIN - Click to geta new random value for this device's PIN. You can ensure
the network security by generating a new PIN.

> Add device - Click to add a new device to the existing network manually.

To add anew device:

If the wireless adapter supports WPS, you can establish a wireless connection between wireless
adapter and router using either Push Button Configuration (PBC) method or PIN method.

NOTE:
To build a successful connection by WPS, you should also do the corresponding configuration of

the new device for WPS function meanwhile.

I. Use the Wi-Fi Protected Setup Button

Use this method if your client device has a Wi-Fi Protected Setup button.
Step 1: Press the WPS/RESET button on the back panel of the router for one second.
You can also keep the default WPS Status as Enabled and click Add Device, then

choose Press the button of the new device and click Link.

Ahdd a new device

Enter the new device s PIN.
FIN:

® Press the button of the new device.

Step 2: Press and hold the WPS button of the client device directly.
Step 3: The Power LED flashes during the Wi-Fi Protected Setup process.
Step 4: When the Power LED is on, the client device has successfully connected to the router.

Refer back to your client device or its documentation for further instructions.

-11-
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Il. Enterthe clientdevice’s PIN on the router

Use this method if your client device has a WPS PIN number.

Step 1: Keep the WPS Function as Enabled and click Add Device, then the following screen
will appear.

hdd a new device

* Enter the new deviece = FIN.
FIN:

Fress the button of the new device.

Step 2: Enter the PIN number of the client device, then click Link.

Step 3: Success! will appear on the screen, which means the client device has successfully
connected to the router.

Illl. Enter the router’s PIN on your client device

Use this method if your client device asks for the router’s PIN number.

Step 1: On the client device, enter the PIN number listed on the router’s Wi-Fi Protected Setup
screen. (It is also labeled on the bottom of the router.)

Step 2: The Power LED flashes for two minutes during the Wi-Fi Protected Setup process.

Step 3: When the Power LED is on, the client device has successfully connected to the router.

Refer back to your client device or its documentation for further instructions.

NOTE:
The WPS function cannot be configured if the Wireless Function of the router is disabled.

Please make sure the Wireless Function is enabled before configuring the WPS.

4.3 Network

= Hetwork

* WAN
* WAN Rate Settings
* LA

* MAC Clome

There are four submenus under the Network menu: WAN, WAN Rate Settings, LAN, and MAC

Clone. Click any of them, and you can configure the corresponding function.

-12-
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431 WAN

Go to Network—WAN, you can configure the IP parameters of the WAN.

1.

If your ISP provides the DHCP service, select Dynamic IP, and the router will automatically
get IP parameters from your ISP.

WA
Conmection Type: DynamicIP v | [ Auto-Detect
IF hddress: 0.0.0.0
Subnet Maszk: 0.0.0.0
Default Gateway: 0.0.0.0

| Renew | | Release WAH port 1= disconnected

MIT Size (bites): 1500 (The defanlt is 1600, do not chanze unless necesszary )
Use These DHS Servers

Prinary IS:
Secondary DHS: {Optioenal)

Host Name: MW155R

Get IF with Unicast DHCP (It is usually not required )

This page displays the WAN IP parameters assigned dynamically by your ISP, including IP
address, subnet mask, default gateway, etc. Click Renew to renew the IP parameters from
your ISP. Click Release to release the IP parameters.

MTU Size - The normal MTU (Maximum Transmission Unit) value for most Ethemet networks
is 1500 Bytes. It is not recommended that you change the default MTU Size unless required

by your ISP.

Use These DNS Servers - If your ISP gives you one or two DNS addresses, select Use
These DNS Servers and enter the primary and secondary addresses into the correct fields.

Otherwise, the DNS servers will be assigned dynamically from your ISP.

Get IP with Unicast DHCP - A few ISPs' DHCP servers do not support the broadcast
applications. If you cannot get the IP Address normally, you can choose this option. (It is

rarely required.)

Click Save to make your settings effective.

2.

If your ISP provides a static or fixed IP Address, Subnet Mask, Gateway and DNS setting,

select Static IP.

-13-
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WAH
Cormection Type:  |StaticlP v | [ Auto-Detect
IF Address: (0.0.0.0 |
Subnet Mask: (0.0.0.0 |
Defanlt Gateway: |D.D.D.U |
MIU Size (bytes): 1500 (The default iz 1500, do not change unlesz neceszary. |
Primary DNS: (0.0.0.0 |
Secondary DHS: |D.D.D.U | (Optional)
[ Save | | Help |
> IP Address - Enter the IP address in dotted-decimal notation provided by your ISP.
> Subnet Mask - Enter the subnet Mask in dotted-decimal notation provided by your ISP,

usually is 255.255.255.0.

> Default Gateway - (Optional) Enter the gateway IP address in dotted-decimal notation
provided by your ISP.

» MTU Size - The normal MTU (Maximum Transmission Unit) value for most Ethernet networks
is 1500 Bytes. It is not recommended that you change the default MTU Size unless required
by your ISP.

> Primary/Secondary DNS - (Optional) Enter one or two DNS addresses in dotted-decimal
notation provided by your ISP.

Click Save to save your settings.

3. If your ISP provides a PPPoE connection, select PPPoE, then enter the following
parameters.

-14-
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Al

Cormeetion Type: | PPPoE v| | Auto-Detect

FFFoE:

Uzername:

|
Fazzword: | |
Confirm Faszword: |

WAN Cormection Mode:

® Conmect on Demand

Max Idle Time: miruates [0 means that the cormection 1s always om. )

Conmect Automaticallsy

Time—based Cormecting

Feriod of Time: From |':' |: |':' |to |Z:'- | : |'.T-§' |

Connect Marmallw
Max Idle Time: mirmtes (0 means that the cormection iz always on )

[Connect| | Disconnect|  WAN pert is disconnected

Username/Password - Enter the username and password provided by your ISP. These fields

are case-sensitive.

Connect on Demand - In this mode, the Internet connection can be terminated automatically
after a specified inactivity period (Max Idle Time) and be re-established when you attempt to
access the Internet again. If you want your Internet connection keeps active all the time,
please enter 0 in the Max Idle Time field. Otherwise, enter the number of minutes you want

to have elapsed before your Internet access disconnects.

Connect Automatically - The connection can be re-established automatically when it is

down.

Time-based Connecting - The connection will only be established in the period from the start
time to the end time (in HH:MM format).

Connect Manually - You can click Connect/Disconnect to connect/disconnect immediately.
This mode also supports the Max Idle Time function as Connect on Demand mode. The
Internet connection can be disconnected automatically after a specified inactivity period and

re-established when you attempt to access the Internet again.

Click Connect to connect immediately.

Click Disconnect to disconnect immediately.

-15-
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NOTE:
Caution: Sometimes the connection cannot be terminated although you specify a time to Max

Idle Time, since some applications are visiting the Internet continually in the background.

If you want to do some advanced configurations, click Advanced, and you can see the page

shown below.

FFFoE Advanced Settings

NIV Size (bytes): 1480 {The default is 1480, do not change unless necessary.:l
Service Hame: | | Do not change unless necessar_\,r.:l
Service Name: | | {Do not change unless necessary. )

Use ISP Specified IP Address

ISP Specified TP Address: [0.0.0.0 |

Use These DHS Servers

Primary DNS: [0.0.00 |
Secondary DHS: |U.U.U.U | (Optional)

> MTU Size - The default MTU size is 1480 bytes. It is NOT recommended that you change the
default MTU Size unless required by your ISP.

» Service Name - The service and server name, which should not be configured unless you

are sure it is necessary for your ISP. In most cases, leaving these fields blank will work.

> ISP Specified IP Address - If your ISP does not automatically assign IP addresses to the
router during login, select Use IP address specified by ISP and enter the IP address

provided by your ISP in dotted-decimal notation.

> Primary/Secondary DNS - If your ISP does not automatically assign DNS addresses to the
router during login, select Use the following DNS servers and enter the IP address in
dotted-decimal notation of your ISP’s primary DNS server. If a secondary DNS server
address is available, enter it as well.

Click Save to make your settings effective.

-16-
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4.3.2

WAN Rate Settings

WiH FRate and Duplex Settings

Current Mode: WAH port 1= disconmected!

Mode:

| Auto Negotiation v

Save | | Help |

» Current Mode - Displays the current WAN rate and duplex mode.

> Mode - Select the rate and duplex mode for the WAN port from the drop-down list (100 Mbps
Full Duplex, 100 Mbps Half Duplex, 10 Mbps Full Duplex or 10 Mbps Half Duplex).

433

LAN

Go to Network—LAN, you can configure the IP parameters of the LAN on the screen as below.

LA
MAC Address: BC—EF-F5—10-09-54
IF Address: [192.168.1.1 |
Subnat Mask: [255.255.255.0 v |
| save | |Help |

> MAC Address - The physical address of the router, as seen from the LAN. The value can't

be changed.

> IP Address - Enter the IP address of your router in dotted-decimal notation (factory default:
192.168.1.1).

> Subnet Mask - An address code that determines the size of the network. Normally use

255.255.255.0 as the subnet mask.

Click Save to make the settings effective. And the router will reboot automatically.

NOTE:

If you change the LAN IP address, you must use the new IP address to log in to the router.

-17-
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434 MAC Clone

Go to Network—MAC Clone, you can configure the MAC address of the WAN on the screen

below.
MAC Clone
MAC Address: | BC-5F-F6-10-08-65 | | Restore Factory MAC |
MAC Address of Your PC:  [50-E5-40-1E-06-80 | [ Clone MAC Address |
| Save | | Help |

Some ISPs require that you register the MAC Address of your adapter. Changes are rarely

needed here.

> MAC Address - Displays the current MAC address of the WAN port. If your ISP requires
you to register the MAC address, please enter the correct MAC address into this field in
XX-XK=XXK-XX-XX-XX format(X is any hexadecimal digit).

> MAC Address of your PC - Displays the MAC address of the PC that is managing the
router. If the MAC address is required, you can click Clone MAC Address and this MAC
address will fill in the MAC Address field.

Click Save to make your settings effective.

NOTE:
Only the PC on your LAN can use the MAC Clone function

44 Wireless

= Wireless
* Bazic Settings
* Wireless Security
* Wireless MAC Filtering
* Wireless Advanced

* Wirelass Statistics

There are five submenus under the Wireless menu: Basic Settings, Wireless Security,
Wireless MAC Filtering, Wireless Advanced and Wireless Statistics. Click any of them, and

you will be able to configure the corresponding function.
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441 Basic Settings

Go to Wireless—Wireless Setting, you can configure the basic settings for the wireless network
on this page.

Wireless Basie Settings

SSID: [MERCUSYS_0964

Charmel: | Auto v |
Mode: [11bgn mixed v ]
Charmel #idth: | Auto v |

¥ Enable Wireless Router Radio
#| Enable SSID Broadeast

Enable WD3 Bridging

[ Save | | Help |

» SSID - Wireless Network Name. The default SSID is set to be MERCUSYS_ XXXX (XXXX
indicates the last unique four numbers of each router's MAC address). This value is

case-sensitive.

» Channel - This field determines which operating frequency will be used. The default channel
is set to Auto, so the AP will choose the best channel automatically. It is not necessary to
change the wireless channel unless you notice interference problems with another nearby
access point.

» Mode - Select the desired mode. The default setting is 11bgn mixed.
11b only - Select if you are using 802.11b wireless clients only.
11g only - Select if you are using 802.11g wireless clients only.
11n only - Select if you are using 802.11n wireless clients only.
11bg mixed - Select if you are using both 802.11b and 802.11g wireless clients.
11bgn mixed - Select if you are using a mix of 802.11b, 11g, and 11n wireless clients.
Select the desired wireless mode. It is strongly recommended that you set the mode to

802.11bgn mixed, and all of 802.11b, 802.11g, and 802.11n wireless stations can connect
to the router.

» Channel width - Select any channel width from the drop-down list. The default setting is

Auto, which can adjust the channel width for your clients automatically.

NOTE:
If 11b only, 11g only, or 11bg mixed is selected, the Channel Width field will turn grey and the

value will become 20M, which is unable to be changed.
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» Enable Wireless Router Radio - The wireless radio of this router can be enabled or disabled
to allow wireless stations access.

> Enable SSID Broadcast - When wireless clients survey the local area for wireless networks
to associate with, they will detect the SSID broadcast by the router. If you select the Enable
SSID Broadcast, the wireless router will broadcast its name (SSID) on the air.

> Enable WDS Bridging - Select to enable WDS. With this function, the router can bridge two
or more WLAN:S. If this checkbox is selected, you will have to set the following parameters as
shown below. Make sure the following settings are correct

2210 te be bridged):
ESSID(ta be bridzed):

| Example:00-10-0F-11-22-33

|
|

Format: | Auto-Detect v |
Eey Type: |NDI‘IE v |
WEP Index: [1 v |
Kewr: |

[ Save | | Help |

» SSID (to be bridged) - The SSID of the AP your router is going to connect to as a client.

You can also use the scan function to select the SSID to join.

» BSSID (to be bridged) - The BSSID of the AP your router is going to connect to as a

client. You can also use the scan function to select the BSSID to join.
» Scan - Click to search the AP which runs in the current channel.

» Format - Select Auto-Detect, Triple Address or Quadruple Address. It is recommended

you keep the default Auto-Detect.

» Key type - This option should be chosen according to the AP's security configuration. It
is recommended that the security type is the same as your AP's security type.

» WEP Index - This option should be chosen if the key type is WEP. It indicates the index
of the WEP key.

> Key - If the AP your router is going to connect needs password, you need to enter the
password in this filed.

442 Wireless Security

Go to Wireless—Wireless Security, you can configure the security settings of your wireless
network.

There are five wireless security modes supported by the router: WEP (Wired Equivalent Privacy),
WPA (Wi-Fi Protected Access), WPA2 (Wi-Fi Protected Access 2), WPA-PSK (Pre-Shared Key),
WPA2-PSK (Pre-Shared Key).
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Wireless Security Settings

For network security, 1t 1=z strongly recommended to enable wireless seourity and select

WEAZ—FSE AES encryption.

% TDisable Wireless Security
WEA-FSEMPAZ-FSE
futhentication Type:
Encryption: AES r

Wireless Fassword:

(Enter §—63 ASCIT charactersz or 54 Hexadecimal characters. )

Group Key Update Period:

(seconds, minimum 1s 30, 0 meaning no update)

YEAMNEAZ
futhentication Type:
—

Radins Server IP: |
REadins Fort: 1812 (1-%E535, 0 ctands for defanlt port 151Z)

Fadins Password:

Group Key Update Feriod:

(zeconds, minimum 1= 30, 0 meaning no update]

WEF
futhentication Type: [ Auto v |
WEP Eey Format: [ Hexadecimal v |
Sellgaiad e WEF Key e e
| |
ey 2: | |
| |
| |
[ Save | | Help |

> Disable Wireless Security - If you do not want to use wireless security, select this option,

butit’s strongly recommended to choose one of the following modes to enable security.

» WPA-PSK/WPA2-PSK - The WPA/WPA2 authentication type based on pre-shared

passphrase.
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® WPA-PSE/MNPAZ-PSE

futhentication Type:
Encryption: TKIP T

Wireless Fassword: |

(Enter 53 ASCIT characters or 54 Hexadecimal characters. )

Group Eey Update Period: 86400

(seconds, minimum is 30, 0 meaning no update)

e Encryption - you can choose the version of the WPA-PSK security from the drop-down list.
The default setting is Auto, which can select WPA-PSK or WPA2-PSK automatically

based on the wireless station's capability and request.

o Encryption - When WPA-PSK or WPA is set as the Authentication Type, you can select
either Auto, TKIP or AES as Encryption.

e Wireless Password - You can enter 8-63 ASCIl characters or 8-64 Hexadecimal

characters.

e Group Key Update Period - Specify the group key update interval in seconds. The value
should be 30 or above. Enter 0 to disable the update.

Click Save to make your settings effective.

> WPA /IWPA2 - The WPA/WPA2 authentication type based on based on Radius Server.

' WEAMEAD

Authentication Type: Auto r
Encryption: Auto ¥

Radius Server IF: | |
Fadins Fort: 1812 (165535, 0 stands for default port 1512)

Radiuz Fassword: | |

Group Kew Update Feriod: 6400

(zeconds, minimum iz 30, 0 meaning no update)

o Authentication Type - you can choose the version of the WPA security on the drop-down
list. The default setting is Automatic, which can select WPA (Wi-Fi Protected Access) or
WPA2 (WPA version 2) automatically based on the wireless station's capability and

request.
e Encryption - You can select either Automatic, or TKIP or AES.
e Radius ServerlP - Enter the IP address of the Radius Server.
o Radius Port - Enter the port that radius service used.

e Radius Password - Enter the password for the Radius Server.
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e Group Key Update Period - Specify the group key update interval in seconds. The value

should be 30 or above. Enter 0 to disable the update.

» WEP - It is based on the IEEE 802.11 standard. If you select this check box, you will find a

notice in red as show below.

' WEF

Authentication Type:

WEF Key Format:

Selected Eey WEF Eey Key Type

Koy 1: | | [Disabled v |
Koy 2 | | [Disabled v |
Key 3: | | [Disabled v |
Fey 4 | | [Disabled v |

o Authentication Type - You can choose the type for the WEP security on the pull-down list.
The default setting is Auto, which can select Open System or Shared Key authentication

type automatically based on the wireless station's capability and request.

o WEP Key Format - Hexadecimal and ASCII formats are provided. Hexadecimal format
stands for any combination of hexadecimal digits (0-9, a-f, A-F) in the specified length.
ASCII format stands for any combination of keyboard characters in the specified length.

o Selected Key - Select which of the four keys will be used and enter the matching WEP key

that you create.

o Key Type - You can select the WEP key length (64-bit, or 128-bit) for encryption. Disabled
means this WEP key entry is invalid.

64-bit - You can enter 10 hexadecimal digits (any combination of 0-9, a-f, A-F, zero key is
not promoted) or 5 ASCII characters.

128-bit - You can enter 26 hexadecimal digits (any combination of 0-9, a-f, A-F, zero key is
not promoted) or 13 ASCII characters.

44.3 Wireless MAC Filtering

Go to Wireless—Wireless MAC Filtering, you can control the wireless access by configuring the
Wireless MAC Address Filtering function.
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Wirelezs MAC Filtering

Wireless MAC Filtering:Dizabled

Filtering Rules
®' TDeny the stations specified by any enabled entries in the list to access.
#1low the stations specified by any enabled entries in the list to access.
In MaC Address Status Description Edit
1 00-10-0F-11-22-33 Enabled FC Edit Delete
| Add | | Enable All | | Disable All | | Clear All
| Previous | [Mext] [Help]

To filter wireless users by MAC Address, click Enable. The default setting is Disabled.
> MAC Address - The wireless station's MAC address that you want to filter.

> Status - The status of this entry either Enabled or Disabled.

> Description -Asimple description of the wireless station.

Click Enable All/ Disable All to make all entries enabled/disabled.

Click Clear All to delete all entries

Click Next to go to the next page or click Previous to return to the previous page.

To add or modifya MAC Address Filtering entry, follow these instructions:

1. Click Add, The following page will appear.

Wireless MAC Filtering Settings

MaC Address: | Example: 00—1D-0F-11-F2-33

Description: |

Status: Enabled

| Save | [Back| |[Help|

2. Enter the appropriate MAC Address into the MAC Address field. The format of the MAC

Address is XX-XX-XX-XX-XX-XX (X is any hexadecimal digit).
3. Enter a simple description of the wireless station in the Description field.
4. Status - Select Enabled or Disabled for this entry on the Status pull-down list.

5. Click Save.
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To modify or delete an existing entry:

1. Click Edit in the entry you want to modify. If you want to delete the entry, click the Delete.
2. Modify the information.
3. Click Save.

444 Wireless Advanced

Go to Wireless—Wireless Advanced, you can configure the advanced settings of your wireless

network.

Wireless Advanced

Tran=mit Fower: High ~

Beacon Interwval: ms (40-1000)

#|  Enable WM
Enable AF Izclation

| Save | | Help |

» Transmit Power - You can specify the transmit power of router. Select High, Middle or
Low according to your needs. High is the default setting and is recommended.

> Beacon Interval - Enter a value between 40-1000 milliseconds for Beacon Interval here.
The beacons are the packets sent by the router to synchronize a wireless network.
Beacon Interval value determines the time interval of the beacons. The default value is
100.

> Enable WMM - WMM function can guarantee the packets with high- priority messages

being transmitted preferentially. It is strongly recommended enabled.

> Enabled AP Isolation - This function can isolate wireless stations on your network from
each other. Wireless devices will be able to communicate with the router but not with

each other. To use this function, check this box. AP Isolation is disabled by default.

NOTE:
If you are not familiar with the setting items in this page, it's strongly recommended to keep the

provided default values; otherwise it may resultin lower wireless network performance.

445 \Wireless Statistics

Go to Wireless—Wireless Statistics, you can see the MAC Address, Current Status, Received

Packets and Sent Packets for each connected wireless station.
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Wireless Stations Status

Wireless Stations Currently Conmected:1

ID MAC Address Current Status Received Packets Sent Packets
1 G0-DI9—C7—44—-90-EE Connect 23 18

[ Previous | [Next| [Help]

» MAC Address - The connected wireless station's MAC address.
> Current Status - The connected wireless station's running status.
> Received Packets - Packets received by the station.

> Sent Packets - Packets sent by the station.

You cannot change any of the values on this page. To update this page and to show the current

connected wireless stations, click Refresh.

If the numbers of connected wireless stations go beyond one page, click Next to go to the next

page and click Previous to return the previous page.

NOTE:
This page will be refreshed automatically every 10 seconds.

4.5 DHCP

= DHCF

* DHCF Settings
* DHCF Client List

* pddress Reservation

There are three submenus under the DHCP menu: DHCP Settings, DHCP Clients List and
Address Reservation. Click any of them, and you will be able to configure the corresponding

function.

451 DHCP Settings

Go to DHCP—DHCP Settings, you can configure the DHCP Server on the page. The router is set
up by default as a DHCP (Dynamic Host Configuration Protocol) server, which provides the
TCP/IP configuration for all the PC(s) that are connected to the router on the LAN.
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DHCP Settings

IHCF Server: Disable ® Enable

Start TP Address:  [192.168.1.100 |

End IF Address: [192.168.1.199 |

Address Lease Time: minutes (172850 mirmtes, the default value is 120)
Default Gatewsy:  [0.0.0.0 | (Optiomal)

Default Domain: | | (Optional)

Primary DNS: [0.0.0.0 | (Optiomal)

Secondary DHS: [0.0.0.0 | (0ptional)

| Save | | Help |

> DHCP Server - Enable or Disable the DHCP server. If you disable the Server, you must
have another DHCP server within your network or else you must configure the computer

manually.

> Start IP Address - Specify an IP address for the DHCP server to start with when assigning
IP addresses. 192.168.1.100 is the default start address.

> End IP Address - Specify an IP address for the DHCP Server to end with when assigning IP
addresses. 192.168.1.199 is the default end address.

> Address Lease Time - The Address Lease Time is the amount of time a network user will
be allowed connection to the router with their current dynamic IP Address. Enter the amount
of time in minutes and the user will be "leased" this dynamic IP Address. After the time is up,
the user will be automatically assigned a new dynamic IP address. The range of the time is 1

~ 2880 minutes. The default value is 120 minutes.

> Default Gateway - (Optional.) It is suggested toenter the IP address of the LAN port of the
router, default value is 192.168.1.1

> Default Domain - (Optional.) Enter the domain name of your network.

> Primary DNS - (Optional.) Enter the DNS IP address provided by your ISP.

> Secondary DNS - (Optional.) Enter the IP address of another DNS server if your ISP

provides two DNS servers.

NOTE:
To use the DHCP server function of the router, you must configure all computers on the LAN as

Obtain an IP Address automatically mode.

452 DHCP Client List

Go to DHCP—DHCP Client List, you can view the information about the clients attached to the

router in the next screen.
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IHCF Client List

Il Client Hame MAC Address IF Addre=z=z  [Valid Time
1 D4-30-TE-EF-61-5F | 192.165.1.101 | 01:56:59

» ID -The index of the DHCP Client.

> Client Name - The name of the DHCP client.

> MAC Address - The MAC address of the DHCP client.

> IP Address - The IP address that the router has allocated to the DHCP client.

> Valid Time - The time of the DHCP client leased. After the dynamic IP address has expired,

a new dynamic IP address will be automatically assigned to the user.
You cannot change any of the values on this page. Click Refresh to update this page and to
show the current attached devices.
453 Address Reservation
Go to DHCP— Address Reservation, you can view and add a reserved addresses for clients via

the next screen. When you specify a reserved IP address for a PC on the LAN, the PC will always

receive the same IP address each time it accesses the DHCP server.

Address Reservation

In MAC Address IF Address Status Edit
1 00—1D-0F-11-22-33 192 163, 1. 100 Enabled Edit Delete

| Add | | Enable All | | Disable All | | Delete All |

| Previous | | Next| | Help |

> MAC Address - The MAC address of the PC for which you want to reserve IP address.

> IP Address - The IP address of the router reserved.

>  Status - The status of this entry, either Enabled or Disabled.

To Reserve IP addresses:

1. Click Add.
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fhddress Reservation

MaC Address: | |

IF Address: | |

Status: Enabled

| Save | |[Back| |[Help|

2. Enter the MAC address (in XX-XX-XX-XX-XX-XX format.) and IP address in dotted-decimal
notation of the computer you wish to add.

3. Click Save.

To modify or delete an existing entry:

1. Click Edit in the entry you want to modify. If you want to delete the entry, click Delete.
2. Modify the information.

3. Click Save.

Click Enable All/Disable All to make all entries enabled/disabled.
Click Delete All to delete all entries.

Click Next to go to the next page and click Previous to return the previous page.

4.6 Forwarding

= Forwarding
* Wirtual Servers
+ T2

* FoF

There are three submenus under the Forwarding menu: Virtual Servers, DMZ and UPnP. Click
any of them, and you will be able to configure the corresponding function.

4.6.1 Virtual Servers

Go to Forwarding—Virtual Servers, you can view and add virtual servers. Virtual servers can
be used for setting up public services on your LAN, such as DNS, Email and FTP. A virtual
server is defined as a service port, and all requests from the Internet to this service port will be
redirected to the computer specified by the server IP. Any PC that was used for a virtual server
must have a static or reserved IP Address because its IP Address may be changed when using
the DHCP function.
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Virtual Servers

IIDl Serrvice Port I Internal Fort | IF Address I Frotocel |Statu5 IEditl

| Add | | Enable All | | Disable Al | | Delete All |

[Previous | [Next]| [Help|

> Service Port - The numbers of external ports. You can type a service port or a range of
service ports (in XX — YY format, XX is the start port number, YY is the end port number).

> Internal Port - The internal service port number of the PC running the service application.
You can leave it blank if the Internal Port is the same as the Service Port, or enter a
specific port number when Service Port is a single one.

> IP Address - The IP address of the PC providing the service application.

> Protocol - The protocol used for this application, either TCP, UDP, or All (all protocols
supported by the router).

>  Status - The status of this entry either Enabled or Disabled.

To setup avirtual server entry:
1. Click Add.

2. Enter the service port or select the service you want to use from the Common Service Port
list.

Enter the IP address of the computer in the IP Address field.
Select the protocol used for this application, either All, TCP or UDP.

Select Enable to enable the virtual server.

S o

Click Save.

¥irtual Servers

Service Fort:

| o or X
(X% or blank)

Internmal Fort:

IF Address:

Protacal:
Status: Enabled

Common Service Fort: |--F|EEISE Select— |

| Save | [Back| |[Help|
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To modify or delete an existing entry:

1. Click Edit in the entry you want to modify. If you want to delete the entry, click Delete.
2. Modify the information.

3. Click Save.

Click Enable All/Disabled All to make all entries enabled/disabled.

Click Delete All to delete all entries.

Click Next to go to the next page and click Previous to return the previous page.

NOTE:
The port number of virtual servers cannot be the same as the remote management port on
Security—Remote Management page.

462 DMz

Go to Forwarding—DMZ, you can view and configure DMZ host in the screen. The DMZ host
feature allows one local host to be exposed to the Internet for a special-purpose service such as
Internet gaming or videoconferencing. DMZ host forwards all the ports at the same time. Any PC
whose port is being forwarded must have its DHCP client function disabled and should have a
new static IP Address assigned to it because its IP Address may be changed when using the
DHCP function.

Iz
IME Status: Enable * TDiszahble
IMZ Host IP Address: 0000
[ Save | | Help |

To assign a computer or server to be a DMZ server:

1. Select Enable.

2. Enterthe local host IP Address in the DMZ Host IP Address field.
3. Click Save.

46.3 UPnP

Go to Forwarding—UPnP, you can view the information about UPnP (Universal Plug and Play)
in the screen. The UPnP feature allows the devices, such as Internet computers, to access the

local host resources or devices as needed. UPnP devices can be automatically discovered by the
UPnP service application on the LAN.
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Fnf

Current UPnP Status:Fnabled

Current UPnF Settings List
|III| App Deseription | External Fort |Pr|:-t|:-cl:-1 | Internal Fort | IF Address | Status

| Refresh | | Help |

> Current UPnP Status - UPnP can be enabled or disabled by clicking Enable or Disable.
The feature is enabled by default.

> Current UPnP Settings List - Displays the current UPnP information.

. App Description -The description provided by the application in the UPnP request
. External Port — The external port which the router opened for the application.

. Protocol - Displays the type of protocol opened.

. Internal Port- The internal port which the router opened for local host.

« IP Address - The IP address of the local host which initiates the UPnP request.

o Status - Either Enabled or Disabled. Enabled means that the port is still active;
otherwise, the portis inactive.

Click Refresh to update the Current UPnP Settings List.

4.7 Security

= Security
* Local Manasement

* Eemote Manazsement

There are two submenus under the Security menu: Local Management and Remote

Management. Click any of them, and you will be able to configure the corresponding function.
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471 Local Management

Go to Security—Local Manage ment, you can configure the management rule. The management

feature allows you to deny computers in LAN from accessing the router.

Local Management

®  Allew a1l the FCs on the LaW to access the router' s web—based utility

Allow only the FCz listed to access the ronter’ = web—bazed ntility

MAC Address 1:

|

MAC Address 2 |
MAC Address 3: |
; |

|

MAC Address

MAC Address of Your PC:

| Save | | Help |

By default, Allow all the PCs on the LAN to access the router's web-based utility is selected.
If you want to allow PCs with specific MAC addresses to access the router, select Allow only the
PCs listed to access the router's web-based utility, and then enter each MAC Address in a
separate field (in XX-XX-XX-XX-XX-XX format ). Then only the PCs with MAC address listed can

access the router to perform administrator tasks while other devices will be blocked.
Click Add to place your PC's MAC address in the list above.
Click Save to save your settings.

4.7.2 Remote Management

Go to Security—Remote Management, you can configure the remote management function.

This feature allows you to manage your router from a remote location via the Internet.

Remote Manasement

Web Management Fort:

Eemote Management Status: Enabled ® Dizabled

Eemote Web Manazement IF: |D.D.D.D

» Web Management Port - Web browser access normally uses the standard HTTP service
port 80. This router's default remote management web port number is 80. For better security,
you can change the port to a custom port.

> Remote Management IP Address - The current address you will use when accessing your
router from the Internet. This function is disabled when the IP address is set to the default
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value of 0.0.0.0. To enable this function change 0.0.0.0 to a valid IP address. If set to
255.255.255.255, then all the hosts can access the router from internet.

KOTE: \

1) To access the router, you should type your router's WAN IP address into your browser's

address filed, followed by a colon and the custom port number. For example, if your
router's WAN address is 202.96.12.8, and the port number used is 8080, please enter
http://202.96.12.8:8080 in your browser. After successfully entering the password, you will
be able to access the router’s web management page.

Q Be sure to set a secure password for the router. /

4.8 ParentalControls

Choose Parental Controls, and you can configure the parental control in the screen as shown
below. The function can be used to control the internet activities of the child, limit the child to

access certain websites and restrict the time of surfing.

Farental Contrels Settings

Hon—Farental FCs not listed will not be able to acecess the Intermet.

Parental Controels: ® Qisable Enable

MAC Address of Parental FPC: | |

WA Address of Your PC: [50-E5-48-1E-06-80 | [ Copy To Above |
In | MiC Address | Wehsite | Schedule | Status I Modi fir

The ocurrent list iz empty

[ Add | [ Enable Al | | Disable Al | [ Delete Al |

| Previous | | Me [l Current He. Fage

> Parental Controls - Select Enable if you want this function to take effect, otherwise select
Disable.

> MAC Address of Parental PC - Enter the MAC address of the controlling PC, or you can
make use of the Copy To Above button below.

> MAC Address of Your PC - Displays the MAC address of the PC that is managing this
router. If the MAC address of your adapter is registered, you can click Copy To Above to fill
this address to the MAC Address of Parental PC field above.

MAC Address - Displays the MAC addresses of the PCs under control.
Website - Description of the allowed website for the PC under control.

Schedule - The time period allowed for the PC controlled to access the Internet.

YV V VYV V

Modify - Here you can edit or delete an existing entry.
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Click Enable All/Disable All to enable/disable all the rules in the list.

Click Delete All to delete all the entries in the table.

Click Next to go to the next page, or click Previous return to the previous page.

To add a new entry, please follow the ste ps below.

1. Click Add.
Parental Controls Settings
The Schedule iz bazed on the time of the Router. The time can be zet in Swstem Tools
>Time Settings.
MAC Address of Children s PC: | |
MAC Address In Current LAN: |--P|EESE Select- v |
Webzite Deseription: | |
Mlowed Webzite FHame: | |
Effective Time:
The time schedule can be =zet in Access Control
»Bchedule
Status: Enabled
[save| [Back]| [Help]

2. Enter the MAC address of the PC in the MAC Address of Children’s PC field. Or you can
choose the MAC address from the MAC Address In Current LAN drop-down list.

3. Give adescription for the website allowed to be accessed in the Website Description field.

4. Enter the allowed domain name of the website, either the full name or the keywords in the
Allowed Website Name field. Any domain name with keywords in it will be allowed.

5. Select from the Effective Time drop-down list the schedule you want the entry to take effect. If
there are not suitable schedules for you, click the Schedule in red below to go to the
schedule settings page and create the schedule you need.

6. In the Status field, select Enabled or Disabled to enable or disable the entry.

7. Click Save.
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4.9 Access Control

= hocess Control

* Fule

* Host

* Tarzet

* Schedule

There are four submenus under the Access Control menu as shown below: Rule, Host, Target

and Schedule. Click any of them, and you will be able to configure the corresponding function.

491 Rule

Go to Access Control—Rule, you can view and set access control rules.

Access Control Bule Management

hecess Control Rule Management

Enable Internet hocess Control
Default Filter Folicy
#llow the packets zpecified by any enabled access control policw to pass throush the Router

Deny the packets zpecified by any enabled access control poliecw to pass through the Router

In | Fule Hame Host Target Schedule Status Modi £y
The current list iz empty.
[[Add | [ Enable All | [ Disable All | [ Delete All |

Next| Curent Ho. Page Help

> Enable Internet Access Control - Select to enable the Internet Access Control function, so

the Default Filter Policy can take effect.
> Rule Name - Here displays the name of the rule and this name is unique.
> Host - Displays the host selected in the corresponding rule.
» Target - Displays the target selected in the corresponding rule.

> Schedule - Displays the schedule selected in the corresponding rule.

> Status - Displays the status of the rule. Enabled means the rule will take effect, Disabled

means the rule will not take effect.
> Modify - Here you can edit or delete an existing rule.
Click Enable All to enable all the rules in the list.
Click Disable All to disable all the rules in the list.

Click Delete All to delete all the entries in the table.
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Click Next to go to the next page, or click Previous to return to the previous page.

To add anewrule, please follow the steps below.

1. Click Add.

focess Control Eule Management

hocess Control Eule Manazement

Rule Hame: |
Host: | v|  Click Here To 4dd Hew Host
Target: Cliclk Here To Add Hew Tarset
Schedule: Click Here To Add Hew Schedule
Status:

| Save | |Back| |Help |

2. Give a name for the rule in the Rule Name field.

3. Select a host from the Host drop-down list or select Click Here To Add New Host to create

one.

4. Select a target from the Target drop-sown list or select Click Here To Add New Target to

create one.

5. Select a schedule from the Schedule drop-down list or select Click Here To Add New

Schedule to create one.

6. In the Status field, select Enabled or Disabled to enable or disable your entry.

7. Click Save.
49.2 Host

Go to Access Control—Host, you can view and set a host list. The host list is necessary for the

access control rule.

Host Settings
10 Host Hame Information Madi for
1 Host_1 IF: 192.1658.1.1 - 192, 165.1.23 Edit Delete
| Add | | Delete All |
| Previous | | Mext | Current Ha. Page

> Host Name - Displays the description of the host and this description is unique.

> Information - Displays the information about the host. It can be IP or MAC.

> Modify - To edit or delete an existing entry.
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To add a new entry, follow the steps below.
1. Click Add.
2. In the Mode field, select IP Address or MAC Address.

e If you select IP Address:

Host Settings

Mode: [IP Address v |

Host Hame: | |

IF address: | | =

[ Save | |[Back| |[Help |

1) In Host Name field, create a unique description for the host (e.g. Host_1).
2) In IP Address field, enter the IP address.
® If you select MAC Address:

Host Settings

Mode: | MAC Address v |
Host Hame: | |

MAC hddress: | |

[ Save | |[Back| |[Help|

1) In Host Name field, create a unique description for the host (e.g. Host_1).
2) In MAC Address field, enter the MAC address.
3. Click Save.
Click Delete All to delete all the entries in the table.
Click Next to go to the next page, or click Previous to return to the previous page.
49.3 Target

Go to Access Control—Target, you can view and set a Target list. The target list is necessary for

the Access Control Rule.
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Target Settings

In Target Deseription Information Modi fr
1 Target 1 192 168 1.2 — 192 168, 1. 23 Edit Telete
| Add | | Delete All |

| Previous | | Mext | Current Ho. Page

» Target Description - Displays the description about the target and this description is unique.
> Information - The target can be IP address, port or domain name.

> Modify - To edit or delete an existing entry.

To add a new entry, follow the steps below.
1. Click Add.
2. In Mode field, select IP Address or Domain Name.

® If youselect IP Address:

Target Settings

Mode: [IP Address v |

Target Description: | |
IF Address: | | - |
Port: | |- | |
Protocel: ALL v

Commoen Service Port: |--F|EEISE Select— ¥ |

| Save | |Back| |Help |

1) In Target Description field, create a unique description for the target (e.g.
Target_1).

2) In IP Address field, enter the IP address of the target.

3) Select a common service rom Common Service Port drop-down list, so that the
Target Port will be automatically filled. If the Common Service Port drop-down list
doesn’t have the service you want, specify the Target Port manually.

4) In Protocolfield, select ALL, TCP, UDP, or ICMP.
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3.

e |[f you select Domain Name:

Targzet Settings

Mode: | Domain Name ¥

Target Description:

Domain Name:

| Save | |[Back| |[Help|

1) In Target Description field, create a unique description for the target (e.g.
Target_1).

2) In Domain Name field, enter the domain name, either the full name or the keywords
in the blank. Any domain name with keywords in it will be blocked or allowed. You

can enter 4 domain names.

Click Save.

Click Delete All to delete all the entries in the table.

Click Next to go to the next page, or click Previous to return to the previous page.

494 Schedule

Go to Access Control—Schedule, you can view and set a schedule list. The schedule list is

necessary for the Access Control Rule.

Schedule Sattings

ID Schedule Deseription Day Time Modifor
1 Schednle_1 Saturday 0o:00 - 24:00 Edit Delete
| Add | | Delete All |

| Previous | | Mext | Current No. Fage

>

>

Schedule Description - Displays the description of the schedule and it is unique.
Day - Displays the day(s) in a week.
Time - Displays the time period in a day.

Modify - Here you can edit or delete an existing schedule.

Click Delete All to delete all the entries in the table.

Click Next to go to the next page, or click Previous to return to the previous page.
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To add a new schedule, the steps below.

1. Click Add.

Schedule Sattings

Fote: The Schedule 1= based on the time of the Router.

Schedule Description:

Day: * Everyday Select days
Mondanr Tuesday Wednesday Thur=daw
Friday Saturday Sunday

Time: 811 Day—24 houwrs : ¥

et T [ ] oo
End Time: I:I (HHMM)

| Save | |[Back| |[Help|

2. In Schedule Description field, create a unique description for the schedule (e.g.
Schedule_1).

3. In Day field, select the day or days you need.

4. In Time field, you can select all day-24 hours or you may enter the Start Time and End Time

in the corresponding field.

5. Click Save to complete the settings.

410 AdvancedRouting

= hdvanced Routing

* Static Routing List

* System Kouting Table

There are two submenus under the Advanced Routing menu: Static Routing List and System
Routing Table. Click any of them, and you will be able to configure the corresponding function.

4.10.1 Static Routing List

Go to Advanced Routing— Static Routing List, and then you can configure the static route. A
static route is a pre-determined path that network information must travel to reach a specific host

or network.
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Statiec Routing List

IIDl Destination Hetwork | Subnet Mask | Defaul t Gatewsay I Status |Edit |
| Add | | Enable All | | Disable All | | Delete Al |
| Previous | [ Next] [Help]

> Destination Network - The address of the network or host that you want to assign to a static
route.

> Subnet Mask - The subnet mask determines which portion of an IP address is the network
portion, and which portion is the host portion.

> Default Gateway - This is the IP Address of the gateway device that allows for contact

between the router and the network or host.
Click Enable All to enable all the entries.
Click Disable All to disable all the entries.
Click Delete All to delete all the entries.

Click Next to view the information in the next screen, or click Previous to view the information in

the previous screen,
To add static routing entries:

1. Click Add.

Statiec Routing List

Destination Hetwork:

|
Subnet Mask: | |
|

Default Gateway:

Status: Enabled

| Save | |[Back| [Help |

2. Enter the destination network, subnet mask and default gateway in the corresponding field.
3. Select Enabled or Disabled for this entry on the Status drop-down list.

4. Click Save to make the entry take effect.

410.2 System Routing Table

Go to Advanced Routing—System Routing Table, and then you can view the system routing
table. System routing table views all of the valid route entries in use. The Destination IP address,

Subnet Mask, Gateway, and Interface will be displayed for each entry.
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System Routing Table

II| Destination Hetwork Subnet Mashk Defaunlt Gateway | Interface
1 192 163.1.0 ZER Z2ER Z2EE. O 192 168.1.1 LANGNLAN

| Refresh | | Help |

» Destination Network - The address of the network or host to which the static route is

assigned.

> Subnet Mask - The subnet mask determines which portion of an IP address is the network

portion, and which portion is the host portion.

> Default Gateway - This is the IP address of the gateway device that allows for contact

between the router and the network or host.

> Interface - This interface tells you either the Destination IP Address is on the LAN&WLAN
(internal wired and wireless networks), or on the WAN (Internet).

4.11 Bandwidth Control

Choose Bandwidth Control, you can configure the upstream bandwidth and downstream
bandwidth.

Bandwidth Control

Enable Bandwidth Control

Line Type: ADSL v
Total Upstream Bandwidth: Ehp=
Total Downstream Bandwidth: 2048 Ebps=

pstream Bandwidth (Ebps)[Downstream Bandwidth (Ebps) ,
In IF Range : : Enable Modi fr
Min I Mazx Min I Maz

The current list is empty.

[ Add | | Delete Al

Help

> Enable Bandwidth Control - Select this box so that the bandwidth control settings can take

effect.

» Line Type - Select the right type for you network connection. If you don’t know how to choose,

please ask your ISP for the information.
Total Upstream Bandwidth - The upload speed through the WAN port.
Total Downstream Bandwidth - The download speed through the WAN port.
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>
>

IP Range - The information about the rules such as address range.
Upstream Bandwidth - Displays the min and max upload bandwidth through the WAN port.

Downstream Bandwidth - Displays the min and max download bandwidth through the WAN
port.

Enable - Displays the status of the rule.

Modify — Here you can edit or delete the rule.

To add/modify a bandwidth control rule, follow the steps below.

Step 1: Click Add.

Step 2: Enter the information like the screen shown below.

Bandwidth Contrel

¥ Ensble
IF Range: | | - | |
Min Rate(Kbps) Max Rate(Kbps)
Upstream: |U | |U |
Downstream: |U | |U |

[Save | [Back| [Help]|

Step 3: Click Save.

412 IP & MAC Binding

= IF & MaC Bindingz
* Binding Settings

* ARF List

There are two submenus under the IP &MAC Binding menu: Binding Settings and ARP List.
Click any of them, and you will be able to scan or configure the corresponding function.

4121 Binding Settings

Go to IP & MAC Binding — Binding Settings, you can view and set the IP & MAC Binding
table.
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Binding Settings

ARF Binding: '® Di=zable Enable
In MAC Addrezs IF Addreszs Bind Modi for
1 00-10-0F-11-22-33 192, 163. 1. 100 v Edit Delete

| Add | [ Enable Al | | Disable All | | Delete All | | Find |

[ Previous | | Mext| Current Wo. [1 v |Page Help

MAC Address - The MAC address of the controlled computer in the LAN.

IP Address - The assigned IP address of the controlled computer in the LAN.

Bind - Check this option to enable ARP binding for a specific device.

YV VWV VY V¥V

Modify - To edit or delete an existing entry.

Click Enable All to make all entries enabled.
Click Delete All to delete all entries

To add IP & MAC Binding entries, follow the steps below.
1. Click Add.

Binding Settings

L4 Bind

MAC Address: | |

IF fddress: | |

| Save | [Back| |[Help|

2. Enterthe MAC Address and IP Address and click Save.

3. Select the Bind checkbox.

4. Click Save.

To modify or delete an existing entry, follow the steps below.
1. Find the desired entry in the table.

2. Click Edit or Delete as desired on the Modify column.

To find an existing entry, follow the steps below.

1. Click Find.

2. Enterthe MAC Address or IP Address.

3. Click Find, and the result will be displayed in the table below.
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Find
Find
MAC Address: [00-1D-0F-11-22-33 |
IF hddress: | |
II MAC Address IF hddress Bind Link
1 00-1D-0F-11-22-33 192. 168. 1. 100 Go to this paze
[ Back | [Help |

412.2 ARP List

Go to IP & MAC Binding—ARRP List, you can view and set the IP & MAC Binding entries.

ARP List

ID MAC pddress IF Addreszs Status Modify
1 G005~ 7—44-30-EE 192 1881113 Inbeound | Bind Delete
Z BO0-E5—45-1E-05-50 192 165, 1. 200 Inbourd | Bind Delete

[ Bind All | [ Refresh | | Help |

» MAC Address - The MAC address of the controlled computer in the LAN.

» IP Address - The assigned IP address of the controlled computer in the LAN.
» Status - Indicates whether or not the MAC and IP addresses are bound.

» Configure - Load or delete an item.

e Bind - Load the item to the IP & MAC Binding list.

o Delete - Delete the item.

Click Bind All to bind all the current items, available after enable.

Click Refresh to refresh all items.

4.13 Dynamic DNS

Choose Dynamic DNS, and you can configure the Dynamic DNS function.

The router offers the DDNS (Dynamic Domain Name System) feature, which allows the hosting of
a website, FTP server, or e-mail server with a fixed domain name (named by yourself) and a
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dynamic IP address, and then your friends can connect to your server by entering your domain

name no matter what your IP address is.

IDHS Settings

Service Provider:Service Application Service and Help
Service Provider: |'l.f-."l.l'-."l.l'-.'.EIFE}'.CEII‘I'I v | Go to resmister. .
Username: | |

Fazsword: | |

Enable DDHS:

Commection Status: Discommected

Serrice Type: ===

Domain Hame: Hone

Hote: After your succezzful login, wou need to log out before

you can use another account.

[Login| |Logout]|

» Service Provider - Dynamic DNS service providers.

» Username - The username for your DDNS account.

» Password - The Password for your DDNS account.

» Enable DDNS - Select if you want to enable this feature.

» Connection Status - Displays the status of the DDNS service connection.

» Domain Name - The domain name you received from dynamic DNS service provider.
Click Log in to log in to the DDNS service.

Click Log out to log out of the DDNS service.
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4.14 SystemTools

= Syztem Tools
* Time Settings
* Diagnostic
* Firmware lpgrads
* Factory Defaults
* Backup & Restore
* Reboot
* Paszword

* System Log

* Statistics

Choose System Tools, and you can see the submenus under the main menu: Time Settings,
Diagnostic, Firmware Upgrade, Factory Defaults, Backup & Restore, Reboot, Password,
System Log and Statistics. Click any of them, and you will be able to configure the

corresponding function. The detailed explanations for each submenu are provided below.

4141 Time Settings

Go to System Tools—Time Settings, you can configure the time according to your needs.

Time Settings
Time Fome: | (GMT+08:00) Beijing, Chongging, Urumchi, Hong Kong, Taipei, Kuala Lumpur, Perth *
Date: |2|:|15 | Year |4 |Hu:-nt11 |21 | Day
Time: |21 | Hour |3 |Hinute Second
HTF Server 1: |D.D.D.U |
HTF Server 2: |D.D.D.U |
Get GMT Time | (Orly when the Internet connection iz active).
| Save | | Help |

» Time Zone - Select your local time zone from this drop-down list.
> Date - Enter your local date in MM/DD/YY into the right blanks.

» Time - Enter your local time in HH/MM/SS into the right blanks.

> NTP Server 1/NTP Server 2 - Enter the address or domain of the NTP Server 1 or NTP

Server 2, and then the router will get the time from the NTP Server preferentially.

Click Get GMT Time to get system time from Internet if you have connected to the Internet.
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To set time manually:

1. Select your local time zone.

2. Enter the Date in Month/Day/Year format.

3. Enter the Time in Hour/Minute/Second format.
4. Click Save.

KNOTE: \
1)

This setting will be used for some time-based functions such as firewall. You must specify
your time zone once you login to the router successfully, otherwise, these functions will not
take effect.

2) The time will be lost if the router is turned off.

Q The router will automatically obtain GMT from the Internet if it is configured accordingly. /

414.2 Diagnostic

Go to System Tools— Diagnostic, you can use Ping or Tracert to check connectivity of your
network.

Diagnostic Tools

Diagnostic Parameters

Diagnostiec Tool: * Ping Tracert

IF fddress/ Domain Name: | |

Fing Facket Humber: (1-50)

P Feakat Biaa: (4-1472 Bytes)

i mesm: {100-2000 Mi1liseconds)
Tracert Max TTL: (1-30)

Tiagnostic Results

The router is ready.

[ Start | | Help |

» Diagnostic Tool - Select one diagnostic tool.
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e Ping - This diagnostic tool froubleshoots connectivity, reachability, and name resolution

to a given host or gateway.

e Tracert - This diagnostic tool tests the performance of a connection.

» IP Address/Domain Name - Enter the destination IP address or domain name used for
network connection test.

» Pings Packet Number - The number of Ping packets for a Ping connection.
Ping Packet Size - The size of Ping packet.

Ping Timeout - Set the waiting time for the reply of each Ping packet. If there is no reply in

the specified time, the connection is overtime.
» Tracert Max TTL - The max number of hops for a Tracert connection.

Click Start to check the connectivity of the Internet.

The Diagnostic Results page displays the result of diagnosis.

NOTE:
Only one user can use this tool at one time. Options Ping Packet Number, Ping Packet Size and

Ping Timeout are used for Ping function. Option Tracert Max TTL is used for Tracert function

414.3 Firmware Upgrade

Go to System Tools—Firmware Upgrade, you can update the latest version of firmware for the

router.

Firmware Upgrade

Hew featuwrez will be awvailable once the firmware upgrade iz

successful.

File: Choose File | Mo file chosen

Firmware Yersion:

Hardware Yersion:

Hote:Fleaze select the correct firmware build corresponding to the
hardware wersion of the dewice To awoird any damage, pleaze keep
the dewice powered on during the upgrade process to awveid any
damage to the dewice. After the upgrade process is complete (about
Z0 seconds), the dewice will reboot sutomatically.

» Firmware Version - This displays the current firmware version.

» Hardware Version - This displays the current hardware version. The hardware version of the

upgrade file must accord with the router’s current hardware version.
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To upgrade the router's firmware, follow the steps below:

1. Download a more recent firmware upgrade file from the official website

(http://www.mercusys.com).

2. Click Choose File to locate and open the update file.
3. Click Upgrade.

4. The router will reboot after the upgrading has been finished.

NOTE:
1) When you upgrade the router's firmware, you may lose its current configurations. So before

upgrading the firmware, please backup your current settings to the local computer.

2) To avoid any damage, keep the router powered on during the upgrade process.

4144 Factory Defaults

Go to System Tools—Factory Defaults, and you can restore the configurations of the router to

factory defaults on the following screen

Factory Defaults

Click the button to reset all configuration settings to their
default values.

Click Restore to reset all configuration settings to their default values.

e ThedefaultIP Address: 192.168.1.1
e Thedefault Subnet Mask: 255.255.255.0

NOTE:
Any settings you have saved will be lost when the default settings are restored.

414.5 Backup & Restore

Go to System Tools—Backup & Restore” you can save the current configuration of the router as

a backup file and restore the configuration via a backup file as shown below.
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Baclup & Restore

Save a copy of youwr current settings. It is highly recommended ta
back up wour current configuratieons in case a recowery 15 needed

to restore the system to a previous state or from the factory

defanlts.

Eestore =zaved settings from a file

File: |ChnnseFiIe Mo file chosen |

Hote: 1. 411 ewrrent configurations will be lost once the router

is restored

2.To awvold any damage, keep the device powered on during
the process. After the upgrade process iz complete (about
?0 seconds), the dewice will reboot automatically.

Click Backup to save all configuration settings as a backup file in your local computer.

To upgrade the router's configuration, follow these instructions.
1. Click Choose File to locate and open the update file for the router.

2. Click Restore.

NOTE:
The current configuration will be covered by the uploading configuration file. The upgrade
process lasts for 20 seconds and the router will reboot automatically. Keep the router powered

on during the process to prevent any damage.

414.6 Reboot

Go to System Tools—Reboot, you can click Reboot to reboot the router via the next screen.

Reboot

Click the button to reboot this router.

Some settings of the router will take effect only after rebooting, which include

e Change the LAN IP Address (system will reboot automatically).
e Change the DHCP Settings.

e Change the wireless configurations.

e Change the web management port.

¢ Upgrade the firmware of the router (system will reboot automatically).
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e Restore the router's settings to factory defaults (system will reboot automatically).

e Update the configuration with the file (system will reboot automatically.

414.7 Password

Go to System Tools—Password, you can change the password of the web management page.

Fassword

01d Password: | |

Few Password: | |

Confirm Passweord: | |

[ Save | | Clear All |

Click Save to make the settings effective.

Click Clear All to clear all information you have entered.

4148 System Log

Go to System Tools—System Log, you can view the logs of the router.

System Log

Auto Mail Feature: Dizabled

Index Type Content
P IHFO Odays, 00:02:04, DHCES: Send HAK
& IHFO Odays, 00:02:04, DHCFS Wrong Server 1d or request an invalid ip
g IHFO Odays, 00:02:03, DHCFS: Send OFFER with 1p 192 1658.1.101
4 IHFO Odays, 00:02:01, DHCFS: Send OFFER with 1p 192 1658.1.101
3 IHFO Odays, 00:00:21, DHCFS: Send OFFER with 1p 192 168.1.113
2 INFQ Oday=, 00:00:08, System start ok
1 INFO Odays, 00:00:04, LAH: mirroer0 set ip c0aB80101 mask £E£E£££00

Time = Z016—04-21 0:15:35 944z

H-¥er = MWIEEE 1.0 00000000 : S—VWer = 1.0.1 Build 160421 Eel BREOIn
L=1582163.1.1 : M = 266 255 2650

Wi =FFFeE : W =0.00.0: M=00.00: G=0000

Cnt = BB04, Free = B495, Fusy =8

| Refresh | | Save Log | | Mail Log | | Clear Log | | Help |

» Auto Mail Feature - Indicates whether auto mail feature is enabled or not.

> Mail Settings - Set the receiving and sending mailbox address, server address, and the

timetable for Auto Mail Feature, as shown below.
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Mail Settings

Mail Account Settings

From: | |

To: | |

IMIP Server: | |

duthentication

Enable Auto Mail Feature

Evervday, mail the log at:||:“:| |:|l:“:l ||:]'|]'[ ;MM

Mail the log ever:,r:-:nurs

| Save | [Back| |[Help|

e From -Your mail box address. The router would connectit to send logs.
e To - Recipient’s address. The destination mailbox where the logs would be received.

e SMTP Server - Your smtp server. It corresponds with the mailbox filled in the From
field. You can log on the relevant website for Help if you are not clear with the
address.

¢ Authentication - Most SMTP Server requires Authentication. It is required by most
mailboxes that need User Name and Password to log in.

NOTE:
Only when you select Authentication, do you have to enter the Username and Password

in the following fields.

e Username - Your mail account name filled in the From field.
e Password - Your mail account password.
e ConfirmPassword - Enter the password again to confirm.

e Enable Auto Mail Feature - Select to mail logs automatically. You could mail the
current logs either at a specified time everyday or by intervals, but only one could be
the current effective rule. Enter the desired time or intervals in the corresponding field.

Click Save to make your settings effective.

Click Back to return to the previous page.

Click Refreshto showthe latestlog list.
Click Save Log to save all the logs in a txt file.
Click Mail Log to send an email of current logs manually according to your Mail settings.

Click Clear Log to delete all logs from the router permanently, not just from the page.
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4149 Statistics

Go to System Tools — Statistics, you can view the network traffic of each PC on the LAN.

Statistics
Current Statiztics Status: Diahled
Sorted Bules:
[Sorted by IP Address Y| Auto-refresh [ Clear All | [ Delete Al
Host Nownload Traffic|Upload Traffic| Download Rate Tpload Rate Edit
The current list iz empty.
entries per page | Previous | | Me [l Current Ho. Faze

» Current Statistics Status - Enabled or Disabled. The default value is disabled. You can click

Enable to enable the feature.

> Sorted Rules - Choose how displayed statistics are sorted

Select Auto-refresh to refresh automatically.

Click Refresh to refresh the page manually.

Click Clear All to reset the values of all the entries to zero.

Click Delete All to delete all entries in the table.

> Host - Displays the IP Address/ MAC Address of the host.

> Download Traffic - The total number of bytes received by the router.

> Upload Traffic - The total number of bytes sent by the router.

> Download Rate - The number of bytes received per second by the router.

> Upload Rate - The number of bytes sent per second by the router.

Click Next to go to the next page or click Previous to return to the previous page.
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Appendix A: FAQ

T1. What canl do if | forget my password?

1) For wireless password: By default, the wireless network has no password. If you have set
password for the network, log in to the router's web management page, go to

Wireless—Basic Settings to obtain or reset your password.

2) For the web management page password: Restore the router to its factory default settings
and then create a new password when prompted.

T2. How dol restore my modem router’s configuration to its factory default settings?
There are two ways to reset the modem router.

Method one: With the router powered on, press and hold the WPS/RESET button for at least 5
seconds until all LEDs turn on momentarily. And then release the button and wait the router to

reboot to its factory default settings.

Method two: Restore the default setting from System Tools— Factory Defaults of the router's
web management page.

NOTE:
Once the modem router is reset, the current configuration settings will be lost and you will need

to re-configure the router.

T3. Whatcanl doif | cannot log in to the router's web management page?
This can happen for a variety of reasons, please try the methods below.

1) Make sure the router connects to the computer correctly and the corresponding LED

indicator(s) light up.

2) Make sure the IP address of your computer is configured as Obtain an IP address

automatically and Obtain DNS server address automatically.
3) Make sure http://mwlogin.net is correctly entered.

4) Check your computer’s settings:

1) Go to Start—Control Panel—-Network and Internet, and click View network status and
tasks;

2) Click Internet Options on the bottom left;

3) Click Connections, and select Never dial a connection;
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" Internet Properties
| General I Security | Privacy IConhent| Connections |Programs I Advanced_'

To set up an Internet connection, dick

Setup.

Dial-up and Virtual Private Netwark settings

% Broadband Connection Add...

Add VPM...
Choose Settings if you need to configure a proxy

server for a connection,

(@) Mever dial a connection
() Dial whenever a network connection is not present

() Always dial my default connection

wn
i

Local Area Network (LAN) settings

LAN Settings do not apply to dial-up connections. LAN settings

Choose Settings above for dial-up settings.

I Ok H Cancel l Apply

4) Click LAN settings, deselect the following three options and click OK;

&" Local Area Network (LAN]) Settings @

Automatic configuration

Automatic configuration may override manual settings. To ensure the
use of manual settings, disable automatic configuration.

[7] Automatically detect settings

!j Use automatic configuration script

Proxy server

(= Use a proxy server for your LAN (These settings will not apply to
' dial-up or VPN connections).

80 Adva

Bypass proxy server for local addresses

[ OK ]l Cancel J

5) Go to Advanced—Restore advanced settings, and click OK to save the settings.
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&" Internet Properties @

| General | Security | Privacy | Content | Sonnections | Frograms Advanced |

Settings

I(‘ggl Accessibility .
[ Always expand ALT text for images
[] Enable Caret Browsing for new windows and tabs
[] Move system caret with focus/selection changes
[C] Reset text size to medium for new windows and tabs
[¥] Reset text size to medium while zooming*
[] reset zoom level for new windows and tabs

~| Browsing

[¥] Automatically recover from page layout errors with Compe
[ Close unused folders in History and Favorites=

[#] Lisable script debugging {Internet kxplorer)

[¥] Disable script debugging (Other)

|| Display a notification about every script error

[¥] Display Accelerator button on selection

o 1] »

*Takes effect after you restart Internet Explorer

m

Restore advanced settings |

Reset Internet Explorer settings

Resets Internet Explorer's settings to their default
condition.

‘You should only use this if your browser is in an unusable state,

» Change a web browser or computer and log in again.

» Reset the modem router to factory default settings.
Note: You'll need to reconfigure the router to surf the Internet once the router is reset.
T4. What canl do if | cannot access the Internet?

1) Make sure the router connects to the computer correctly and the corresponding LED

indicator(s) light up.

2) Check to see if you can log in to the web management page of the router. If you can, try the
following steps. If you cannot, please set your computer by referring to T3 and then try to see

if you can access the Internet. If the problem persists, please go to the next step.

3) Make sure you have selected the proper WAN Connection Type and entered the parameters
correctly.

4) Go to Network—MAC Clone to clone the MAC address.

5) If you still cannot access the Internet, please restore your router to its factory default settings
and reconfigure your modem router by following the instructions in Chapter 3 Quick

Installation Guide.

6) Please feel free to contact our Technical Support if the problem still exists.
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Appendix B: Configuring the PC

In this section, we’ll introduce how to install and configure the TCP/IP correctly in Windows 7. First
make sure your Ethernet Adapter is working, refer to the adapter’s manual if needed.

1. Install TCP/IP component
1) On the Windows taskbar, click the Start button, and then click Control Panel.

2) Click the Network and Internet, and click the Network and Sharing Center, then click
Change adapter settings.

3) Right click the icon that showed below, select Properties on the prompt page.

l:. Local Area Connection
= tp-link.net
i= Realtek PCle GE= o - [
% Disable
Status

Diagnose
% Bridge Connections

Create Shortcut
Delete

% Rename

% Properties
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4) In the prompt page that showed below, double click on the Internet Protocol Version 4
(TCP/IPv4).

4 Local Area Connection Properties I&

MNetworking

Connect using:

l_:li' Realtek: PCle GBE Family Cortroller

This connection uses the following items:

"% Cliert for Microsoft Networks

=1 105 Packet Scheduler

.@ Filz and Printer Sharing for Microsoft Networks

- |ntemet Protocal Version 6 (TCP/IPvE)

W it riocol Verson 4 (1CP/Pv4) |

<& Link-Layer Topology Discovery Mapper /0 Driver
<& Link-Layer Topology Discovery Responder

Properties

@
o

[ el | Urinet

Description

Transmission Control Protocal /Intemet Protocal. The default
wide area network protocol that provides communication
across diverse interconnected networks.

0K || Cancel

5) The following TCP/IP Properties window will display and the IP Address tab is openon
this window by default.

Now you have two ways to configure the TCP/IP protocol below:
» Setting IP address automatically

Select Obtain an IP address automatically, Choose Obtain DNS server automatically, as
shown in the figure below:
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>

Internet Protocel Version 4 (TCP/IPvd) Properties @Ié]

General | Alternate Configuration |

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

i@ Obtain an IP address automatically
) Use the following IP address:

@) CObtain DNS server address automatically

) Use the following DNS server addresses:

Validate settings upon exit Advanced

[ oK ]I Cancel I

L

Setting IP address manually

Select Use the following IP address radio button. And the following items are available

If the router's LAN IP address is 192.168.1.1, specify the IP address as 192.168.1.x (x is from
2 to 254), and Subnet mask is 255.255.255.0.

Type the router’s LAN IP address (the default IP is 192.168.1.1) into the Default gateway
field.

Select Use the following DNS server addresses radio button. In the Preferred DNS
Server field you can type the DNS server IP address, which has been provided by your ISP.
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-

Internet Protocol Version 4 (TCP/IPw4) Properties &I&J

General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(7 Obtain an IP address automatically
(@) Use the following IP address:

IF address: 192 . 168 . 1 .241
Subret mask: 255,255,255 . 0
Default gateway: 192 . 168, 1 . 1

Obtain DM5 server address automatically

i@ Use the following DMS server addresses:
Preferred DMS server: 202. 95 , 134 . 137

Alternate DMS server:

[] validate settings upen exit

[ Ok, ][ Cancel ]
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